SA WG2 Meeting #S2-139E
S2-2003550

01 - 12 June, 2020, Electronic, Elbonia

3GPP TSG-SA3 Meeting #98bis-e
S3-200821
e-meeting, 14 – 17 April 2020







Title:
Reply LS on AUSF role in slice specific authentication
Response to:
S2-1910668
Release:
Rel-16
Work Item:
eNS
Source:
SA3
To:
SA2, CT1, CT3, CT4
Cc:


Contact Person:


Name:
Zander Lei
Tel. Number:


E-mail Address:
lei.zhongding@huawei.com  
Send any reply LS to:
3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 


Attachments:


1. Overall Description:

SA3 thanks SA2 for the LS Response S2-1910668 on the AUSF role in Network Slice Specific Authentication and Authorization (NSSAA). SA3 understands the motivation to include a contact point within the HPLMN for facilitating the execution of the NSSAA procedures using SBA services with the AMF and translating them to AAA protocols towards the AAA-S/AAA-P. SA3 also understands that this contact point can also assist the AAA-S to select the AMF serving the UE for the execution of the AAA-S initiated Re-authentication and Revocation procedures. 

However, SA3 has a security requirement to fully isolate the following two SBA Authentication service types, 
· primary authentication services towards UDM currently supported by AUSF
· NSSAA services involving interactions with a AAA-S
SA3 have discussed multiple options to meet this security requirement for isolation and agreed on: 

· The NSSAA SBI services used by the AMF shall be hosted by a new NF (e.g. NSSAAF) to provide the NSSAA related services. From a specification point of view, this will require the definition of a new NF within the SBA architecture. From AMF point of view, this requires that AMF selects the new NF in the HPLMN when an NSSAA service is invoked. SA3 will define the security requirements for the new NF.
2. Actions:

To SA2, CT1, CT3 and CT4 groups
ACTION: 
To take the above recommendations into consideration and update the specifications as necessary.
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